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Security Engineering

• Many different disciplines are part of transportation systems development
• Overall development approach is systems engineering
• Beware: The development approach ends not with the start of production but contin-

ues to maintenance during the customer usage-time till decommissioning
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• Security engineering supplements systems engineering to construct secure systems
– Concentrates on the reproducibility of results
– Integrates security analysis, treatment and validation into the development pro-

cess
– Examples for standard models: Security development lifecycle (SDL, Microsoft),

Touchpoints for software security (Gary McGraw)

Security-by-Design

Idea: make security a primary citizen of the complete development process
– Identify security goals, risks and treatment options as early as possible
– Integrate the results into the specifications
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• Security-by-design: Security hat weitreichende Auswirkungen - notwendig sie in allen
Phasen des Produktentwicklungsprozesses und Produktlebenszyklus zu berücksichti-
gen. Insbesondere am Beginn, in der Designphase, gilt es mögliche Bedrohungen sowie
daraus resultigerende Risiken frühzeitig zu erkennen. So können geeignete Maßnah-
men zur Reduzierung der Angriffsoberfläche von Anfang an in den Entwicklungsprozess
einfließen. [Wura] - siehe Kapitel 4


